Background: The privacy issue in web-based registry systems is very important and patients are concerned about it. Protecting patients' privacy in medical databases is an important challenge in health informatics. Objectives: The aim of this study was to develop an instrument to assess privacy challenges of a web-based liver transplantation registry (WLTR), and to determine the views of patients on the privacy of the implemented WLTR. Methods: This study consisted of two parts: 1) an instrument development phase, in which we developed and implemented an instrument, and 2) a cross-sectional study. The instrument included a total of 59 questions based on literature review. Content validity method was performed to confirm the questionnaire validity and its reliability was evaluated based on the test-retest method. The second phase of the study included all patients who received liver transplantation (n=81) between February 2017 and April 2017 in the only organ transplant center in northeastern and eastern Iran. The data were collected using the instrument that we have developed in the first phase of the study. Data were analyzed by SPSS version 16, using descriptive statistics, Mann-Whitney U test, and Spearman's Rank-Order Correlation test. P-value less than 0.05 was considered statistically significant. Results: In the first phase, a researcher-made questionnaire consisting of 71 questions was prepared based on the extensive literature review. Necessary modifications were made to match the questionnaire with research topic by Delphi technique (12 questions were removed and 10 questions modified). The final questionnaire included 59 questions about demographic information (age, gender, education level), different dimensions of privacy (24 questions), tendency to trust (9 questions), availability of identifiable and unidentifiable health information for different users (18 question), and the goals of using identifiable and unidentifiable health information (8 questions). Reliability was evaluated based on the test-retest method (r=0.82). In the second phase, we determine the views of patients who received liver transplantation on privacy in the WLTR. Most patients (74.1%) stated that they were worried about privacy risks in online systems. The sensitivity to using online personal health information in women was higher in comparison to men (p=0.008). Older people have less tendency to use Internet systems to perform activities (p=0.023). In addition, age had a negative relationship with the convenience of using web-based registry (p=0.033, rho= -239). Regarding the purposes of using the WLTR information from the patients' views, the use of information for purposes of health care had the highest mean, and the use of this information for research purposes had the lowest mean. Conclusions: Designers and developers of these systems must, in accordance with the objectives of the registry program, and the users of these systems, develop policies for protecting the privacy of patients.
Introduction
Liver transplantation is regarded as a life-saving treatment for patients with acute liver failure (1, 2) . The first liver transplantation in Iran was performed in 1993 (3) . In recent years, the number of liver transplantations in Asia and Iran has increased rapidly (4, 5) . Mashhad Organ Transplant Center, the largest transplant center in eastern Iran, implemented in 2001, established a Web-based Liver Transplantation Registry (WLTR) in 2015 (6) . The liver transplantation registry is capable of improving the quality of care by providing comprehensive information for caregivers. In the USA, a secure web-based transplantation registry collects comprehensive data from the entire transplantation process from before performing the transplantation up to graft failure or death (7) . Web-based registries provide access to real-time data in different places and times, and can easily update and reduce costs (8) (9) (10) (11) (12) . Data security, especially in electronic data exchange, should be addressed while health care moves towards the digitization of patient medical data (8, 9) . Privacy is considered an important moral issue in the information age, and people whose data is exchanged electronically should be made aware of the ways in which information is protected (13) . All information in the registry must be kept confidential because of the patient identification and clinical data contained within. The majority of patients believe that if their identification information is removed, there is no problem in sharing their sensitive information for medical research (14) . Compliance of information confidentiality policies is necessary in all operational stages of registries, and the privacy of not only patients but also physicians and healthcare providers who report cases of the registry should be protected. Generally, guaranteeing data from abuse, and respecting all privacy and data protection rules should be addressed (7) .
Patients' viewpoints and their trust in health information systems could affect their participation and adherence to treatment and drug prescriptions. Compliance with treatment and regular referral of patients in follow-up sessions is critical for the improvement of disease and survival of patients after liver transplantation, and privacy challenges can affect this issue as a risk factor (15, 16) . Recently, studies highlighted the importance of implementing health outcome registries in Mashhad (17) (18) (19) (20) , however, we found no study that addressed privacy aspects of the registries in Mashhad. Accordingly, the present study aimed to develop an instrument to assess privacy challenges of a webbased liver transplantation registry (WLTR), and to determine the views of patients on the privacy of the implemented WLTR.
Material and Methods

Research design and participants
This study consisted of two parts: 1) an instrument development phase, in which we developed and implemented an instrument, and 2) a cross-sectional study. The study was conducted from February to April 2017. In the second phase, the study included all patients who received liver transplantation, and their data were recorded in WLTR implemented at a specialized transplant hospital in Mashhad University of Medical Sciences (the only organ transplant center in northeastern and eastern Iran). The inclusion criterion was having a liver transplant (regardless of age or level of education). Those patients unable to take part in the study because of tiredness, or unwillingness due to mental problems were excluded.
Instrument development
First, a researcher-made questionnaire consisting of 71 questions was prepared based on the extensive literature review (21) (22) (23) (24) (25) (26) (27) (28) (29) . The main sources of item extraction were Richards and Terry et al. studies (21, 22) . Necessary modifications were made to match the questionnaire with research topic by Delphi technique (30) using three health informatics and two nephrology experts' opinions (12 questions were removed and 10 questions modified). The final questionnaire included questions about demographic information (age, gender, education level), different dimensions of privacy (24 questions), tendency to trust (9 questions), availability of identifiable and unidentifiable health information for different users (18 question), and the goals of using identifiable and unidentifiable health information (8 questions). Responses were evaluated in a seven-choice Likert scale (strongly disagree= 1 to strongly agree= 7).
Validity and reliability
In order to measure the face and content validity of the final questionnaire, five faculty members (three health informatics and two health information management experts) and two patients were consulted on different occasions and asked to score the items on a scale of 0-5 in terms of the necessity of inclusion. The scores 0 and 5 represented the non-necessity and necessity of inclusion in the questionnaire, respectively. The necessity of the items was divided into three groups: very important (items which received a score of 4-5 from 75% of the specialists), average importance (items which received a score of 4-5 from 50-75% of the specialists), and not important (data elements which received a score of 4-5 from less than 50% of the specialists). Items remained in the questionnaire if their necessity of inclusion were very important; otherwise, they were removed. The test-retest method was used to evaluate the questionnaire's repeatability or reliability in repeated administrations. The questionnaire was administered to 10 patients who had liver transplantation in a 2-week interval as a pilot study. Spearman's RankOrder Correlation test was used to examine the questionnaire's repeatability in the test-retest method, with an acceptable result (r= 0.82).
Data collection of second phase
In the second phase of this study, the questionnaire was distributed among patients in hospital and the place where the registration program was carried out on the days of referral for the periodic examination, and they were asked to complete the questionnaires and return them to the researcher within 72 hours.
Ethical considerations
After explaining the purpose of study, confidentiality of data, the voluntary nature of participation and obtaining oral informed consent, the researcher would ask patients to complete the questionnaire. Questionnaire items were read verbatim to those unable to complete the questionnaire. The method of completing the questionnaire was anonymous in order to respect the privacy of participants and ensure the confidentiality of their information, and the study was approved at the Regional Ethics Committee of Mashhad University of Medical Sciences (Ref:
IR.MUMS.REC.1395.488).
Statistical analysis
Statistical analysis was performed on this data using SPSS 16.0 (SPSS Inc., Chicago, Illinois, USA). First, normality of the data was assessed by Kolmogorov-Smirnov test, and owing to abnormality of the data Mann-Whitney U test and Kruskal-Wallis tests were used to assess the relationship between participants' views and their gender and level of education, respectively. Spearman's Rank-Order Correlation test was performed to test correlation between age and patients' views on privacy concerns. P-value less than 0.05 was considered statistically significant.
Results
In the first phase, a researcher-made questionnaire consisting of 71 questions was prepared based on the extensive literature review. Necessary modifications were made to match the questionnaire with research topic by Delphi technique using three medical informatics and two health information management experts' opinions (12 questions were removed and 10 questions modified). The final questionnaire included 59 questions about demographic information (age, gender, education level), different dimensions of privacy (24 questions), tendency to trust (9 questions), availability of identifiable and unidentifiable health information for different users (18 question), and the goals of using identifiable and unidentifiable health information (8 questions) ( Table 1) . Reliability was evaluated based on the test-retest method (r=0.82). In the second phase, the questionnaire was distributed to 115 patients, and 81 patients completed the questionnaire (response rate: 70.4%). The demographic characteristics of patients are shown in Table 2 . The majority of participants (54.3%) were men with mean age of 45.26±14.39 years, and the majority (49.4%) of them had diploma education.
All patients stated that they had not received any statement on the confidentiality of information and privacy, and 95.1% of them said that they had not been given any verbal explanations in this regard. Most patients (74.1%) strongly agreed with this sentence: "I am worried about privacy risks in online systems". Table 1 shows that the highest score (5.81±1.50) was related to the importance of privacy in the online systems and the lowest score (3.77±1.58) was related to creating unwanted problems when providing personal information to web-based systems. About the patients' attitude towards trust, the majority of patients (mean= 5.80) believed that most professional people do their job in the best way possible. The security of web-based systems for conducting personal business activities (mean= 3.08±1.65), trust in fulfilling the obligations of Internet services vendors (mean= 3.61±1.63), and the suitability of these companies to serve customers (mean= 3.88 ±1.55) obtained the lowest mean. Regarding the purpose of using WLTR and the perceived usefulness of this system, the majority of patients (mean= 5.47±1.30) believed that the use of WLTR would help health care personnel to perform tasks related to patient health care more quickly. Regarding the role of this system in facilitating the tasks, promoting the quality of care, and effectiveness in performing tasks, the means obtained were 5.37±1.34, 5.45±1.21 and 5.42±1.29, respectively. Table 1 shows that the majority of patients stated that physicians are permitted to have access to their personal health information including identifiable (mean= 6.21) and unidentified information (mean= 6.57) in the WLTR, while the tendency to access identifiable (mean= 3.68) and unidentifiable (mean= 5.94) information had the lowest score for employers.
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The purposes of using the registry information, the use of identifiable (mean= 5.75) and unidentified (mean= 6.52) information for the purposes of healthcare had the highest mean, and the use of this identifiable (mean= 4.71) and unidentified (mean= 6.41) information for the research purposes had the lowest mean. Table 3 indicates the values of p (statistical significance) where it was observed that there was a statistically significant relationship between patients' views on privacy concerns and age, level of education, and gender (p <0.05). Older people had less tendency to use the Internet to perform their activities (p= 0.023). In addition, the correlation was performed by Spearman's Rank-Order Correlation test, age had a negative relationship with the convenience of using web-based systems (r= -239, p= 0.033). *p-value is significant when less than 0.05, **Abbreviation: NA, No statistically significant correlation available. *** using Kruskal-Wallis Test, **** using two-tailed Mann-Whitney U test, ***** using Spearman's Rank-Order Correlation test
Discussion
The present study aimed to develop an instrument to assess privacy challenges of a web-based liver transplantation registry (WLTR), and to determine the views of patients on the privacy of the implemented WLTR. The results revealed that the privacy issue in WLTR is very important for patients and they were concerned about the use of their information in this online registry system.
Privacy concerns of WLTR patients may affect their health outcomes. Previous studies have shown that privacy concerns have a negative effect on the patient's tendency to disclose health information online, which could endanger the health and well-being of the patient (31, 32) . For instance, the Department of Health and Human Services of the United States estimates that nearly two million Americans who suffer from mental illnesses have never sought treatment because of their privacy concerns (33) . Generally, the number of patients affected by privacy violations has increased from around half a million in 2008 to around 9 million in 2014 (34) . This evidence brings forth the hypothesis that privacy concerns of patients on WLTR may negatively affect their health outcomes and examination of this hypothesis is recommended for future studies
In the present study, the results showed that no oral explanations or statements have been provided regarding the confidentiality of information and patients' privacy protection. McCabe et al. (2011) revealed registries should be managed in favor of participants while providing information for participants, medical care providers, and government agencies and they should be aware of the type of information that will be collected from a registry database or any other research database, as well as the type of study that will be implemented (35) . Including this information in the informed consent of WLTR may motivate patients to participate in the program.
The findings revealed that some of the demographic information of patients is associated with their privacy concerns. These findings are in line with the findings of a King et al. study which concluded that age, place of birth, and employment status are related to privacy concerns (14) . The results also showed that, in comparison to men, women are more sensitive and worried about protecting their online privacy and using this information. Previous studies have reported that women are more concerned about the privacy of their online information compared to men (8, (36) (37) (38) , and men are more willing to give their information to websites (39) , which highlight that our study is in line with previous findings. Although, several studies have shown that young people and those with a higher level of education spend a lot of time seeking online health care information (40) , the study revealed that higher educated patients felt more dissatisfied with giving information to websites. It seems the familiarity and awareness of these individuals regarding the security risks and challenges of web-based systems may be the cause of this concern.
The study, similar to other studies showed that anonymization, deleting or never using the identifiable elements such as the name or date of birth of patients' information, may greatly reduce their concerns about privacy (14, 41) . In contrast to a Cannoy and Salam qualitative study (43) , the present quantitative study similar to other studies (42) demonstrated that the majority of patients are comfortable with sharing information among physicians. This controversy might be caused by different study designs. The study suggests performing a qualitative research on the subject in the study area and comparing its results with these findings. Moreover, the findings of this study in contrast to a study by Ancker et al. (44) showed that patients were worried about providing their information to insurance companies. To address these concerns, patients should be assured that their information would not be used without permission. Also, Information disclosure policies should be clearly identified and the anonymization of information should be done before disclosing.
Unreliability about the confidentiality of information may negatively affect participation in research studies (45) . The study revealed that patients are worried about the possibility of unauthorized access to information and the use of it. Obtaining permission before using patients' health information can positively affect their participation in researches.
Most study participants considered the role of WLTR to be useful in improving quality of care. Generally, studies have shown that paying attention to the concerns of individuals regarding privacy is effective in the adoption and success of implementing health information systems (46) . In regard to trust, the majority of participants in this study believed that most professional people do their job in the best way, although privacy concerns can be the major cause of lack of trust between customers and service providers (47) . We think trust of WLTR and care team can affect the patient's medication adherence and continuity of care. However, examining this hypothesis needs to be included in further studies.
Our study had some limitations. First, in spite of including all registered patients in the study, participants were still low in number. Second, using a quantitative method meant that the study could not assess cultural factors, which potentially could affect people's concerns about privacy. The study suggests assessing this subject by using a qualitative method for future studies. In addition, the lack of a systematic literature review in designing the instrument, limits it to be an evidence-based instrument and using a qualitative method to design the final instrument by Delphi technique may limit the generalization of the results.
Conclusions
In summary, the findings of this study showed that, despite the fact that patients consider the role of the WLTR to be effective in the process of care, it is important for them to protect privacy in these systems, and patients are very worried about the use of their information in the registry programs. The practical significance of the findings is that it guides developers to develop policies in accordance with the objectives of the registries and users' characteristics and concerns. It is suggested that regular training programs be developed for awareness of health care personnel and users involved with registry systems regarding patient privacy and confidentiality. Further research on the views of healthcare providers on privacy of the WLTR could be useful.
